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Abstract

Recently, the deep learning (DL) technique is being used as a potential 
solution to build an anomaly-based IDS. Despite the success with an 
anomaly-based IDS built with DL technology, the high false positive rate 
made by the anomaly-based IDS causes poor adoption in the industry. In 
this thesis, we propose a dual Autoencoder-based Intrusion Detection 
System, named duAE-IDS, as a way to cope with the ever-changing network 
attacks. duAE-IDS is a protocol-based IDS, which divides network traffic by 
the application layer protocols. Then, duAE-IDS determines the network 
traffic's abnormality by considering both the criteria and the application 
layer protocol. The criteria are obtained by training a neural network 
model, named duAE model, with traffic containing only one type of 
application layer protocol. Each network traffic is represented using 67 
features extracted by the Feature Extractor of duAE-IDS named 
TSFlowMeter. Among 67 features, 8 TCP analysis features are adopted to 
improve the accuracy of the intrusion detection. The duAE model trained 
using benchmark datasets can reach an 87% f1-score for network traffic 
collected under different network environments. The results show that our 
duAE-IDS can be used in any network without pre-collecting the traffic of 
the target network.

duAE-IDS

Figure shows the structure of duAE-IDS. The duAE-IDS consists of two 
components, a Feature Extractor named TSFlowMeter and an Intrusion 
Detector. The Feature Extractor is responsible for grouping raw packets into 
network flows and extracting features from each of the network flow. The 
feature vector for each network flow then passes to the Intrusion Detector 
for anomaly detection. The Intrusion Detector contains a Dispatcher plus 
several duAE models for different application layer protocols to be 
monitored. The Dispatcher is responsible for sending the feature vectors to 
the corresponding duAE model by the application layer protocol of the
network flow. Inside the duAE model, we maintain a dual Sparse 
Autoencoder (duSAE) and an 1D CNN to extract more features from the 
feature vector and perform classification on those features.

TSFlowMeter contains three components, General Feature Extractor, 
Application Layer Protocol Decoder, and TCP dissector, to generate features 
for the network flow. General Feature Extractor is used to extract features 
that can be calculated directly from the flow packet headers. The features 
are the same extracted by CICFlowMeter [5], then remove the features that 
are duplicate or with value zero across all the network flows. Application 
Layer Protocol Decoder decode the application layer protocol used by the 
network flow. The application layer protocol can reduce the false positive 
significantly. In specific, some attacks can only happen in certain 
application layer protocols. The TCP dissector tracks the state of each TCP 
network flow and provides eight additional TCP analysis features. The 
following is the list of TCP analysis features:
• Initial Round Trip Time (iRTT): iRTT tracks the completeness of TCP 3-

way handshake to detect scanning behaviors such as TCP half-open scan.
• Port Number Reused: Multiple port number reused suggest the host 

may be compromised to perform attacks such as port scanning or DoS 
attack.

• TCP Duplicate ACK: Total duplicate ACK packets suggest the host is under 
a large amount of requests, useful for detection of brute force attacks.

• TCP Retransmission: Multiple times of TCP retransmission suggest the 
host is getting too many requests to handle, indicating an DoS attack in 
action.

• TCP Fast Retransmission: A type of TCP retransmission happens in 
certain malicious attack.

• TCP Spurious Retransmission: A type of TCP retransmission happens in 
certain malicious attack.

• TCP Zero Window: TCP zero window means the TCP buffer on the 
receiver side is full. A large number of TCP zero window packets may 
indicate malicious behavior in action.

• TCP Window Update: TCP window update means the TCP buffer on the 
receiver side is ready to receive new data. TCP window update is used 
with TCP zero window to determine the abnormality of the traffic.

In duAE model, duSAE is used to perform feature learning. One AE for 
normal traffic analysis and the other for malicious traffic analysis. After 
training the duSAE, we reconstitute each of the network flow by 
concatenating the original input vector 𝑥𝑖, the vector ො𝑥𝑖

𝑛 produced by 
feeding 𝑥𝑖 into the 𝑆𝐴𝐸𝑛, the vector 𝑧𝑖

𝑛produced by feeding 𝑥𝑖 into the 
encoder part of 𝑆𝐴𝐸𝑛, the vector  ො𝑥𝑖

𝑎 produced by feeding 𝑥𝑖 into the 𝑆𝐴𝐸𝑎 , 
the vector 𝑧𝑖

𝑎 produced by feeding 𝑥𝑖 into the encoder part of the 𝑆𝐴𝐸𝑎. In 
summary, each network flow can be represented in a 5-tuple format (𝑥𝑖 , ො𝑥𝑖

𝑛, 
𝑧𝑖
𝑛, ො𝑥𝑖

𝑎, 𝑧𝑖
𝑎). We expect to use the newly discovered representations to 

achieve better detection rate than using only the original features.

In duAE model, 1D CNN is used to discover the relationship between 
the vectors in a 5-tuple network flow from the duSAE. If the network flow is 
normal, then vector 𝑥𝑖 is closer to vector ො𝑥𝑖

𝑛 than vector ො𝑥𝑖
𝑎, and the 

number of active neurons in vector 𝑧𝑖
𝑎 is larger than the number of active 

neurons in 𝑧𝑖
𝑛. The architecture design for 1D CNN is based on the classic 

network architecture VGG 16. We apply three building blocks on the 5-
tuple format network flow. We intend to build a deep yet less compute-
intensive 1D CNN model for real-time unknown traffic intrusion detection. 
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