Addressing the Challenges of Software Bulld Process on
LLVM-based Information Flow Tracking Implementation
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Abstract

eThis thesis is an extension of HIT. HIT is an LLVM-based dynamic information-flow tracking
technique proposed by Yu-Hsing Hung, it decouples the information flow tracking logic from
application execution to reduce the performance overhead incurred by dynamic analysis. We

aim to apply HIT to large real-world projects, make this mechanism accommodate a variety
kinds of build processes, and handle multiprocessing programs.
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